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Software Assurance Metrics And Tool
Evaluation (SAMATE) project

Current Areas of Concentration

eStatic source code security analyzers
eStatic Analysis Tool Exposition (SATE)
eSAMATE Reference Dataset (SRD)
eVote tools evaluation methodology
eStudies

http://samate.nist.gov/
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http://samate.nist.gov/

SAMATE’s Niche
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What is a Static Analyzer?

Computer | Static Weakgesses
Program | Analyzer Vulnerabilities

e Static analyzers check programs for bugs.

e They can’t catch everything
— e.g. sending data: should it be encrypted?
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How Good are Static Analyzers?

Does this analyzer find all bugs?
— without too many false positives ...

Does it find all the bugs we know about?
How well does it do for important bugs?

How much
using it?

IS my confidence increased by

Is running it a good use of my time?

NIST
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Static Analysis Tool Exposition
SATE

e Goals:
— Gather large test sets to enable empirical research
— Encourage improvement of tools

— Speed adoption of tools by objectively demonstrating their use
on real software

e Steps
— We choose open source programs with security implications
— Participants run tools and return reports
— We analyze reports
— Everyone shares observations at a workshop
— We release final reports and data later

http://samate.nist.goVv/SATE.html
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http://samate.nist.gov/SATE.html

SATE Overview

e We held four SATESs since 2008.

e Test sets were in C/C++, Java, and PHP and
consisted of about 26,000,000 LoC.

e 19 teams on 4 continents participated.
e We received a combined 128,043 warnings™

e We better understand subtleties of
finding, designating, and counting
weaknesses.
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How can We Test Static Analyzers?

r'il'est _ Weaknesses
Cases Static &
Analyzer Vulnerabilities

e Come up with a small set of test programs
with known bugs.

e The result of running atool on the set is
correlated with the result on large, real-
world programs.
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SAMATE Reference Dataset (SRD)

Sy = © Public repository of over
NIST Y/ Y il 60,000 test cases in C++,

National Institute of Sl L / ol o . DHS National Cyber Secu

smndurdsmduw_. é N Division C, Java, C#, PHP, etc.

i ™

SRDHome View /Download goorchiDownload ™More Downloads  Submit  Test Suites : coverin g 147 C | asses Of
Extended Search U Source Code Search | Weakn esSses.
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i +- CWE-254: Security Features ! !
""""""""""""""""""" T—CWE—QET: Failure to Fulfill APl Contract (APl Abuse) CO d e CO n Stru Ct, etC .
Language : | -y T—CWE-m 9: Data Handling

T—CWE-361 :Time and State

Type of Arifact . | npy I CWE-398: Indicator of Poor Code Quality

: CWE-470:; Use of Externally-Controlled Input to Select Clas . .
Stalis - candidate ¥ Approved ¥ ’If——CWE-eiES: PointerIssues ® CO ntri b utions fro m
Weakness : +-CWE-411: Resource Locking Problems .
Any...
| CWE-401: Failure to Release Memary Before Removing Lz FO rt I fy’ Defen Ce R&' D
i CWE-415: Douhle Free
B CWE-416: Use After Free Can ad a’ Klocwork’ MIT
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. d others.
samate.nist.gov/SRD and others
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http://samate.nist.gov/SRD

a] 20051102 Java e T | S e E gﬁ;[cﬁsmg a a random initialization vector with Cipher @

71 20051107 Java | Source Code | SecureSoftware E agﬂﬂgisfmf’ff“ statement so that one may fall @
1552 2006-05-22 Java | Source Code |  Jeff Meister E Teinied input ellows arbitrary files fo be read and @
1553 2006-06-22 Java | Source Code | Jeff Meister E Tainted Input allows arbitrary flles fo be read and Vf'
1554 2006-06-22 Java | Source Code | Jeff Meister E ﬁmﬁﬁfﬁfﬁﬁ?j are performed on a filename, @
1567 2006-06-22 Java | Source Code | Jeff Meister E T2 PSR T ==y S G 9
1568 2006.06-22 Java | Source Code | Jeff Meister E The credentials for connecting fo the database arc V”
1569 2006-06-22 Java | Source Code | Jeff Meister E The credantiale for conrecting fo the databese are Vf'
1870 20060627 Java Source Code Jeff Meister E ﬁgﬁfxmpﬁun leaks internal path information to the @
1871 2006-06-22 Java | Source Code | Jeff Meister E ﬂ;ﬁf’:ﬁigﬂ“” [zlm] Wi=tnel] (H0 Izt i = Vf
1578 2006-06-22 Java Source Code Jeff Meister E Tainted output allows log entries to b2 forged. @
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HttpServletEesponse res

PUDIG GEFSS F1lSl [DAC BARINUS HTTPoSEVIEeT
public void doGet HttpServletRequest req,

= res.getOutputStream
out.printin("<sHTML><HEAD=><TITLE>Test</TITLE></HEAD><BQODY><blockquote><pre=>"

throws ServletException,

res . setContentType "text/html");
CervletOutputStream out =

nams = reqg.getFarameter"name"
msg = reqg.getParameter"msg"):
fimams = null
iry
f = new "tmp", nams): EAl
fimsg '= null
fw = new El: BAD
fw.writemsg, 0, msg.length
fw.close():
out . printin"message stored");
line:
fr = new new £
line = fr.readLine = null
ocut.printin(line )
caich )
fhrow mew ScervletExceptionie
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